Revised law likely to regulate use of genetic

data
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A sample of advertisements in the genetics business (This image has been partially obscured.)
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By Masako Wakae / Yomiuri Shimbun Senior WriterThe handling of people’s genetic information — which is
described as the “blueprint of life” and indicates their physical constitution and susceptibility to illness, among other

things — is expected to be regulated under the revised Personal Information Protection Law.

There have been calls to develop rules amid the growth of the genetics industry, but some have voiced concern that
regulations will hamper health care services and research. Experts are urging the government to establish a law focusing

on the use of personal information in medical care.

One of those concerned is Prof. Toshihisa Takagi of the University of Tokyo, who also serves as director general of the
National Bioscience Database Center (NBDC) at the Japan Science and Technology Agency. “Are we going to be able

to use the data we’ve gathered so far?” Takagi asked.

The NBDC has been developing a scheme to collect genome data taken by hospitals and research institutions from
sources such as patients’ blood and saliva, so that this data can be shared among research institutions, pharmaceutical

firms and other bodies in Japan and overseas.

Genomic medicine is expected to help make possible health care that can be tailored to each individual patient in the

future. The key is collecting and analyzing big data, but Takagi says he is concerned about the program’s future.

In medical circles, genome data itself has not been considered personal information and therefore has been exchanged

among related institutions, with donors’ names and other information replaced with pseudonyms.

Under the revision, however, any codes that can identify a specific individual even without a name or address are
defined as a kind of personal information called “personal identification codes” (see [!). This means that even genome
data, which is no more than a string of four types of nucleobases, will likely be regarded as personal identification

codes.
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Furthermore, “genome information” — to which medical significance, such as cancerous genetic mutations, has been
added — and genetic information that is inherited by descendants is expected to be considered “personal information

requiring special care” (see [ ).

If such information is defined in these ways, donors’ consent would become essential when their data is provided to

third parties or is applied to a different purpose.

“Data has been collected from 1 million people in the United States, but our center has gathered it from just nearly
20,000,” Takagi said. “If we’re required to follow stricter measures when dealing with the data, this would adversely

affect data distribution and sharing, and we would lose out in international competition.”

Foreign countries also treat genomes as significant personal information. However, even the European Union, which is
considering implementing particularly stringent regulations, is expected to exclude fields such as medical care, nursing

and research activities from regulations.

Japan’s revised Personal Information Protection Law only specifies that “academic research conducted by academic
institutions” can be exempted from regulations — leaving such entities as hospitals, drugmakers and private sector

researchers subject to the law.

Moreover, the law is only applied to the private sector, while administrative agencies, universities, municipalities and

other public bodies are subject to separate laws or ordinances.


https://the-japan-news-archives.s3-ap-northeast-1.amazonaws.com/preview/entries/154013/materials/414086/da525bc6bd35a5adabb8340380783b50.jpg?AWSAccessKeyId=AKIAI7EPFDYX6SSPYKKQ&Expires=1455414005&Signature=EvHcvi1eZO+bep5gR4LwRnH1J9Y=

“It’s important for us to conduct joint research with countries overseas,” said Minae Kawashima, a researcher at NBDC.
“However, if there are gaps in the scope of applications [for personal information protection], this would have a

negative impact on data sharing.”

Genetic testing business

Aside from medical care and research, there is another factor behind planned regulations — the expansion of the

genetic testing business aimed at areas such as health care and dieting.

The business began to take off in the United States in the mid-2000s when the capabilities of automated analysis
devices improved dramatically. 23andMe, a company founded by the wife of Google Inc. cofounder Sergey Brin, for
example, offers a simple testing service: Users can order a kit online and have it delivered to their home; take their own
saliva and send the kit back; and finally receive information about their susceptibility to more than 200 types of

illnesses.

The service is priced at about ¥10,000, and the company reportedly has collected data from more than 1 million people.

Even in Japan, the genetic testing business market attracted great attention in 2014 when Yahoo Japan Corp., DeNA Co.
and other companies rolled out services. More than 700 companies are now said to offer genetic testing services in
Japan, including agents for overseas firms. However, some of them offer services whose details lack transparency,

while other firms set rules on privacy that are difficult to understand.

One service provider, for example, sells what it calls “a personalized skin lotion utilizing genetic testing.” The first
purchase is ¥500 for one bottle — including the testing fee — but consumers have reportedly complained regarding the

company’s contracts.

There are also gene testing services for children. Service providers claim that findings from children’s genetic data can
be used for parenting and education for the gifted, with prices ranging from several tens of thousands of yen to several

hundreds of thousands of yen.

Some experts are critical of such services. “There are ethical problems because critical personal information, which
does not change throughout a person’s lifetime, is provided to those who still have insufficient ability to make

decisions,” one expert said.



The United States has already seen reports on the negative side of gene testing services. Some people have been
rejected for employment because they were found to be susceptible to specific diseases, while others were required to

undergo genetic testing when buying insurance. Those who refuse the testing have been charged high premiums.

As aresult, the U.S. Genetic Information Nondiscrimination Act of 2008 prohibits discrimination in insurance and
employment. Nevertheless, the U.S. watchdog Equal Employment Opportunity Commission annually receives about

300 complaints about genetic discrimination in connection with employment.

Japan currently has no legal regulations on the use of genomes. So far, when relevant cases have not been covered by
the Medical Practitioners Law because a medical institution was not involved, the only other option for regulations has
been applying the Law Against Unjustifiable Premiums and Misleading Representations or the Law on Specified

Commercial Transactions.

The Council for Protection of Individual Genetic Information, on which Yahoo and 36 companies serve as members,
has established self-imposed rules regarding areas such as security and testing methods. It is also working to create a
screening system to certify companies that have met certain conditions. However, only 13 companies have applied for

the screening so far.

Calls for special law

Ryuichi Yamamoto, director of the Medical Information System Development Center (MEDIS-DC), pointed out the

particular aspects of information handled in the field of medical care and health care.

“We need regulations,” Yamamoto said. “However, it’s unreasonable to make such information subject to the

framework of the current Personal Information Protection Law.”

Under the law, basically anything can be done with collected information as long as donors provide consent. When it
comes to genome information, however, it is not enough just to obtain consent from donors because the use of such data

could also affect their descendants.

The law covers those currently living, but the arbitrary use of genome information — that from the deceased, for
example — may well violate the rights of their living family members. Genome information can be easily obtained

from sources such as hair, urine and fingernails.

“It’s hard to deal with malicious conduct,” Yamamoto said.



Before the planned move goes into effect, the government has been studying whether malicious conduct could be
regulated under ordinances or guidelines that it is now compiling. However, some members of a panel of experts on
genome medicine — of which Yamamoto is also a member — have called for the government to establish a special law

rather than just pursuing ad hoc measures.

At the time of its passage 13 years ago, the Personal Information Protection Law called for separate legislation for
medical care in an additional resolution. It is an urgent task to hold discussions on a special law to realize a high level of

medical care while at the same time protecting privacy.

[CLIP 1]

Personal identification codes

Letters, numbers and other information that can identify a specific individual. These codes include data that has been
converted from bodily features, such as fingerprints or the face, as well as numbers or signs that have been assigned to

individuals for purchasing products or using services.

[CLIP 2]

Personal information requiring special care

Refers to sensitive information that requires particular care in management. The provision of the Personal Information

Protection Law lists medical records, race, religious faith and criminal records as examples of this kind of information.
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